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IHEPEIMOBA

Po3pobiieno poOouotro rpynoro y ckiaaii:

1. Kopuenko Anna OnekcaHapiBHA — JOKTOpP TEXHIYHUX Hayk, Mpodecop,
npodecop kadenpu Oe3neku iHPopmalii Ta TeIEKOMYHIKalid (KEpIBHUK
po0oUOi Irpynu), rapaHT OCBITHHO-HAYKOBO1 IPOTPAMH.

2. IBanuenko Oner BacunboBUY — AOKTOp TEXHIYHUX HAYK, JAOLEHT, podecop
kadeapu NporpaMHOTo 3a0e3MeUeHHs] KOMIT FOTEPHUX CHCTEM.

3. Koryx €Bren BononuMupoBuy — JOKTOP 3 AEP>KaBHOTO YIPABIIHHS, JOLICHT,
npodecop kadeapu Oe3nexu iHGopmaIlii Ta TeIEKOMYHIKaIIH.

4. JlaBunenxo Kupuno Onexcanaposuu— 3100yBay rpynu 125A-23-10.

PenieH3ii-BIATYKH 30BHIIIHIX CTEUKXOJIEPIB:

1. €sren Jon, pupexrop Jenmapramenty 1mdpoBoi TpaHcdopmailii,
1HGOPMALIITHUX TEXHOJIOT1 Ta eJeKTPOHHOIrO YpsAyBaHHs JIHIIPONETpOBCHKOT
o0JacHOI Jep)kaBHOT aMiHICTpaIlii.

2. bagexin Irop CepriiioBuy, JIUPEKTOp TOBapUCTBA 3 OOMEKEHOIO
BIJIMOBIIAJIBHICTIO « ATeHIlist 6e31eku «I paanby.
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BCTYII

OcBiTHBO-HayKOBa Mporpama po3pobieHa Ha ocHoBi [locranoBu KaOinery
MinictpiB Ykpainu Big 23 Oepesnst 2016 p. Ne 261 «IIpo 3arBepmxennsa I[lopsiaky
MIATOTOBKY 3100yBayiB BUILOI OCBITH CTYIEHs TOKTOpa (itocodii Ta JOKTOpa HAyK Yy
3aKj1a/lax BUIOT OCBITH (HayKOBHUX yCTaHOBax)» 13 3MiHaMu BiJ 03 kBiTHs 2019 p. Ne
283 (mam Ilonoxenns KMV Ne 261) Ta ctangapTy BUIIOI OCBITH 31 CHELIaJIBHOCTI
125 KibGepOe3neka Ta 3axucT iHQopMalii A IJs TPETbOro (OCBITHHO-HAYKOBOTO)
piBHs (Haka3 MOH Big 29.10.2024 Ne 1543).

Oc8imHbO-HAYKO8A NPOSPAMA BUKOPUCTNOBYEMbCA N0 YAC:

— JIILIEH3YBAaHHS CHEIIalbHOCTI Ta aKpeIUTallill OCBITHBOT MPOTpaMu;

— CKJIaJIaHHS HAaBYAJIHHUX TIAHIB;

— hopmyBaHHSI poOOYMX MPOTrpaM HABYAIBHUX JUCIUILIIH, CUIA0YCiB, MPOrpam
NPaKTUKH, IHIUBIAyaTbHUX 3aBJaHb;

— (hopMyBaHHS 1HIUBIAYaJIbHUX HABYAIHHUX IJIAHIB aCITipaHTIB,;

— po3po0IeHHS 3aC001B JIarHOCTUKHU SIKOCT1 BUILIOT OCBITH;

— arecrallii acipanTiB cneriaibHocTl F5 KiGepOesneka Ta 3axuct iHpopMmariii;

— HAyKOBOi opieHTaIlii 3700yBayiB (axy;

— 30BHIITHBOTO KOHTPOJIIO SAKOCTI MiATOTOBKHU (DaxiBIIiB.

Kopucmysaui oceimuvo-nayxogoi npoepamu

— acmipaHTH, ki HaBuaroThesi B HTY «/111»;

— Bukimagadi HTY «ZII1», siki 3A1iCHIOIOTH MITOTOBKY acHipaHTIB CIEI1aJbHOCTI
F5 KibepOesmeka Ta 3axuct iHpOpMaIlii;

Jlist OCBITHBOI MpOTrpaMu TMOIIUPIOETHCS Ha Kadeapu YHIBEPCHTETY, IO OepyTh
y4yacTh y MiAroToBIi (axiBIliB CTymeHs AokTopa ¢iutocodii crnemiaabHOocTi F5
KibepOe3neka ta 3axucT iHdopmarrii.

1. MPO®LIb OCBITHBOI IPOI'PAMU

1.1 3araabna indopmanis

IToBHa Ha3Ba HamionansHuii TeXHIYHUN YHIBEpCUTET «J{HIMPOBCHKA MOJITEXHIKaY,
3aKjlaly BHUIO1 BIJUIUT aCipaHTypH Ta JOKTOPAHTYPH,
OCBITH Ta

CTPYKTYpPHOTO
MIAPO3IITY

kadenpa Ge3neku iHdopMalii Ta TETEKOMYyHIKAIIii.

Cryninb Bumoi | Jokrop dinocodii
ocBitu Ta Ha3Ba | Jlokrop ¢inocodii 3 kibepOe3neku Ta 3axucty iHdopmarii
kBasiikarii

Odiuniiina Ha3Ba | be3neka kibep¢izUUHUX CUCTEM
OCBITHBOT
Iporpamu

dopmu Ouna (geHHa), 3a04Ha
3100yTTS BUIIOT
OCBITH

Tun nunnomy ta | 60 kpenuris €EKTC, TepMin HaBYaHHS — 4 POKH.
00CAT OCBITHBOI
Iporpamu




HasBHicTb HarionanbHe areHTCTBO 13 3a0e3MeueHHs IKOCTi BUIIO1 0cBiTH. CepTudikar npo
aKpeauTarii aKpeauTaIlito OCBITHROT mporpamu. OcBITHRO-HayKOBa porpama «besmeka
Ki0ephi3MIHUX CHCTEMY CHeNiadbHOCTI
F5 KibepOe3smneka Ta 3axuct inpopmariil. TpeTiit (OCBITHbO-HAYKOBHIA / OCBITHBO-
TBOPYMIA) PIBEHbD.
Ceprudikar Ne 18002 Bix 21.07.2025 p.
Crpok gii ceprudikara 1o 01 mumus 2030 p.
[ukn/piBeHb HPK VYkpainu — 8, pisear FQ-EHEA — tperiit iuxn, EQF-LLL — 8 piBens
[lepenymoBu Oco0a mae mpaBo 3100yBaTH CTYITIHB TOKTOpa (itocodii 32 yMOBH HasIBHOCTI B
Hel Ipyroro piBHS BUIIOT OCBITH.
OcoOmuBocri Betyny Ha OHII BusHauatorsest [IpaBunamu npuiiomy 10
HarnionanbHOro TEXHIYHOTO YHIBEpCUTETY «/[HIMpPOBCHKA MOMITEXHIKAY, 1110
3arBepkeH1 BueHnotro pangoro
Mosa(n) VYKkpaiHcbka
BUKJIQIAaHHS
Tepmin nii Tepmin He Moke TIepeBHIYyBaTH 4 pOKH Ta/ad0 mepioj aKpeAUTallii.
OCBITHBO1 OHII migmsirae meperisiay BiAMOBIAHO 10 3MiH HOPMaTHBHO1 0a3u YkpaiHwu, aie
HporpaMu He piauie 1 pasy Ha pik.
IaTepuer- Ocgitai nporpamu HTY «JIHIMpoBChKa MOTITEXHIKAY:
aapeca https://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/science met_dep/
OCTIHHOTO educational_programs/
PO3MIIIIEHHS

OTIUCY OCBITHBOT

poTrpamMu

1.2 Meta ocBiTHBOI IporpamMu

[TinroToBka 3m00yBauiB BHUIIOI OCBITH 3 KibepOe3neku Ta 3axucTy iHdopmarllii i3 3a0e3neueHHIM
OPraHIYHOTO TO€AHAHHS OCBITHBOI Ta IHHOBAIIHOT MiSUIBHOCTI, CIPSMOBAHMX Ha 3JI00yTTA
MOTIIMONICHUX TEOPETUYHUX 1 MPAKTHYHUX 3HAHb JUISL MPOAYKYBaHHS HOBHIX 1lIell Ta po3B’si3aHHS
CKJIQHUX KOMIUIEKCHHX IpoOjeM y ramy3i kibepOe3mekw Ta 3axucTy iH(opmarllii, OBOJOIIHHS
METOJIOJIOTIEI0 HAYKOBOI Ta MENAroriyHOl MisUIBHOCTI, a TaKOXK IMPOBEICHHS BJIIACHOTO HAyKOBOTO
JOCIIDKEHHS, pe3yJIbTaTh SKOT'0 MaloTh HAyKOBY HOBH3HY, TCOPETHYHE Ta MPAKTHYHE 3HAYCHHSI.

1.3 XapaxkrepucTHKa OCBITHbOI POrpaMu

[Ipenmerna
o0iacTe

F Indopmaniiiai rexuomorii / F5 Kibepbesmeka Ta 3axuct iHGopmarrii
006 ’exmu susueHHs ma OisIbHOCI:
— iH(dOopMaITiiiHI CUCTEMH 1 TEXHOJIOTIi Ha 00’ eKTaX iH(pOpMaLiiHOT AISUTBHOCTI Ta
KPUTHYHUX 1HPpacTpyKTyp cdepu kibepOe3nexku Ta 3aXucTy iHhopMallii;
— HOBITHI CHCTEMH Ta KOMIUJIEKCH CTBOPEHHS, 0OpoOKH, mepemadi, 30epiraHHs,
3HUILEHHS, 3aXUCTY Ta BifoOpaXkeHHs AaHuX (1H(hOpMaLITHIX TOTOKIB);
— cydacHi iH(opMaliifiHi pecypcu pi3HUX KIaciB (B T.4. JAep:kaBHi iHopMalliiiHi

pecypen);

— IIpOoTpaMHE Ta MPOrpaMHO-arapaTHe 3a0e3nedeHHs (3acobu) Kibep3axucTy;

— aBTOMAaTHU30BaHi  CHCTEMHM  yIpaBliHHA  iHpoOpMaliiiHOIO  06e3NeKoro,
Ki10ep6e3nekoro;

— METOJI0JIOT1i, TEXHOJIOTIi, METOM, MOJIEN Ta 3aco0u KibepOe3neKu Ta 3axXHUCTy
iHpopmarii.

Llini Haséuamna: HaOYTTA 3JaTHOCTI NPOJYKYBAaTH HOBI iel, pO3B’sA3yBaTu
KOMIUIEKCHI mpobiemMu B Tamy3i mpodeciiiHoi Ta OCHiIHMIBKO-IHHOBALIHOT
TISITBHOCTI, @ TAaKOX 3JaTHOCTI 3/1IHCHIOBATH HAyKOBO-TIEJAroriyHy IiSUIbHICTD Y
chepi kibepOesmexkn Ta 3axucrty iHpopMmalii, o mnepeadadae riIUOOKe
NIEPEOCMUCIICHHST HasBHMX Ta CTBOPEHHS HOBHMX IIUIICHUX 3HaHb Ta/abo
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npoeciiHOT MPaKTHKH.

Teopemuunuii 3micm npedmemnoi obaacmi. TPUHIMIH, KOHIICMIIi, Teopil
3aXMCTy JKUTTEBO BAXKIIMBUX IHTEPECIB JIIOJUHH 1 TPOMAJSHUHA, CYCHLUIBCTBA Ta
Jep>KaBH MMl Yac BUKOPUCTaHHA KiOeprpocTopy, 3a SKOTro 3a0e3MevyroThCs
CTaJIMi PO3BUTOK iHGOPMAIIIHHOTO CYCHUILCTBA Ta U(POBOTO KOMYHIKATUBHOTO
Cepe/IOBUINA, CBOEYACHE BHSBIICHHS, 3amoOiraHHs 1 HEeHTpamizamis peanbHUX i
MOTEHIIHUX 3arpo3 HalllOHABHIN Oe3neni YKpainu y KibeprnpocTopi.

Memoou, memoouku ma mexHonoeii: CydacHl METOIU, MOJAEII, METOJUKH Ta
TEXHOJIOTIl JOCHIIDKEHHSI Ta BJIOCKOHAJIEHHS TPOIIECIB CTBOPEHHs, 0OpoOKH,
nepeiadi, NPUIMaHHS, 3HUINEHHS, BiMOOpaXeHHs, 3axucTy (Kibep3axucry)
iHpOpMaLItHUX pecypciB y KiOepmpocTopi, METOIU CTAaTUCTHYHOTO aHAIiZy
TaHUX.

Incmpymenmu  ma  061a0HAHHA. NPOTPaMHO-allapaTHE Ta  IPOTpamMHe
3a0e3neveHHs, IHCTPYMEHTAJIbHI 3aco0M, KOMIT'IOT€pHA TEXHiKa, CHeIllayIbHI
KOHTPOJIbHO-BUMIPIOBAJIbH1 MIPUIIAJIH, IPOrpPaMHO-TEXHIYH1 3acobu
aBTOMaTH3alii Ta CUCTEMH aBTOMAaTH3alllli MPOEKTYBaHHS, BUPOOHMIITBA,
eKcIuTyaTarlli, KOHTPOJI0, MOHITOPUHTY, MEpPEXH1, MOOUThHI, XMapHi, TEXHOJIOTTII,
MEpeXHe YyCTaTKyBaHHS Ta CEpeNOBHINE, NpPUKIAJHE Ta CIeliali3oBaHe
mporpaMHe — 3a0€3MEeUYeHHs, aBTOMATH30BaHI  CHCTEMH Ta  KOMIUIEKCH
MIPOEKTYBaHHS, MOJIETIIOBaHHS, €KCILTyaTallli, KOHTPOJIO, MOHITOPUHTY, 0OpOOKH,
B110Opa)KeHH Ta 3aXMCTy JaHuX (iHhopMalifHUX MOTOKIB).

Opienrartist OcBiTHRO-HAyKOBa IIporpaMa OpIEHTOBaHA Ha PO3B’SA3YBaHHS KOMIUIEKCHUX

OCBITHBOL 3a/1a4 13 po3poOKu Mozenelt Ta 3aco0iB 3a0e3neueHHs KioepOe3neKu Ta 3aXUCTy

porpaMu iHbopMarrii.

OcHOBHUI OcCBITHRO-HAyKOBa TMporpamMa CIpsSIMOBaHA HAa.: PO3BUTOK TEOPETUYHOT,

hokyc METOJIOJIOTIYHOI Ta TMPUKIATHOTI 0a3w CTBOPEHHS Ta  3a0e3MeueHHs

OCBITHBOT (dbyHKIIIOHYBaHHS 1H(QOpMANIHHUX TEXHOJOTIH Ta KiOep(}i3WYHUX CHCTEM Ha

porpaMu 00’exTax iH(pOpPMAIIHHOI ASUIBHOCTI Ta KPUTUYHUX IHOPACTPYKTYp y cdepi
KibepOe3nekn Ta 3axucTy iH(opMallii; CTBOpPEHHS aBTOMATH30BaHUX CHUCTEM
yrpaBiHHS 1HGOPMAIIHHOK OE3IMEeKOI0 Ha OCHOBI HOBITHIX METOJIIB, MOJIENICH
Ta 3ac00iB KiOepOe3MeKu Ta 3aXucTy iHpopmartii.
KirouoBi cioBa: kibepOesneka, iHdopmarlriitHa Oe3neka, KioepdizuuHi cUCTeMH,
MareMaTH4YHI MeToAu KibepOe3neKkur, CUCTeMH 1 TeXHOJIOTIl iHpopMaIliifHOi Ta
KibepOe3IeKku Ta 3axXucTy iH(opmartii.

OcobnuBocTi OcaiTHs TporpamMa rnependoavyae MoeIHAHHS TEOPETHUHUX 3HAHb Ta MPAKTUUHY

porpamu (y T.4. BUKIQJalbKy) MIATOTOBKY 1 J03BOJsie 3100yBauaM BHIOI OCBITH

OTPUMATH HABWYKU IIOJO CTBOPEHHS CHUCTEM KiOepOe3leKn Ta 3axHucTy
iHpopmarii B kibephiznyHuX cucTeMax Ha 00’ ekTax iHpopMaliiHOT AiSITBHOCTI
Ta KPUTUYHOI 1H(PPACTPYKTYypH, MPOBEACHHS HAYKOBUX IOCIHIIKEHb y cdepi
kibepOe3neku Ta 3aXucTy iHpopMallii.

1.4 TpugaTHicTh BUNYCKHUKIB /10 MPaleBJIAIITYBAHHS Ta MOJAJbIIOI0 HABYAHHS

[IpupatHicTh

hi (o)
MpaleBIaITyB
aHHs

Ha mocagax HaykoBHX 1 HayKOBO-TEHAroTIYHUX TMPAIIBHUKIB B HAYKOBHX
yCTaHOBax 1 3aKjiajax BHIIOI OCBITH; MpAI[iBHUKIB HaWBHIOI KBamidikamii y
HayKOBO-JOCHIIHUIIBKMX  Ta  MPOEKTHO-KOHCTPYKTOPCBKUX  MiApO3iIax
MiAMPUEMCTB.

Bunu exonomiunoi gisibHOCTI 3a kiacudikaropom K 009:2010: Cexkuis M,
po3nin 72 «HaykoBi nocnipkeHHs Ta po3poOkmy»; Cekuist P, po3ain 85 «Ocgiray,
rpyna 85.4 «Buma ocgita», kinac 85.42 «Buma ocitay; Cekiis J, po3ain 62
«Komn'torepHe mporpamyBaHHS, KOHCYJABTYBaHHS Ta TIOB'A3aHa 3 HHUMH
TisUTBHICTEY Ta po3alt 63 «Haganus iHGopMamiiHUX MOCTYTY.

Ilocaqm 3rigHo  knacugikaropy mnpodeciii  Ykpainum: 2131.1 Haykosi




cniBpoOiTHUKK (oOuucmoBanbHI  cuctemu) 2132.2  KoHCTpykTOop cucreM
kibepOesmekn 2139.1 HaykoBi criBpoOiTHUKH (iHIII Tanmy3i oOuuciens) 2139.2
AHamniTHK 3arpo3 0e3nexku, AHAIITHK 3 6e31eku iH(opMaIiiHO -KOMYHIKAIIHHUX
cucTeM, AHANITHK 3 OIIHKA BpPa3IUBOCTEH, AHAJITHK CHCTEM 3aXUCTY
iHpopmaii, Ayrutop iHpopMamiiftHuX TexHoJOTiH (3 KibepOe3nekn), PaxiBens 3
KibeppocmikeHp Ta po3pobok cuctem Oesmeku 2149.2 Ilpodecionan i3
opraizamii 3axucry iH(popmMarnii 3 oOMexeHuM pgoctyrioMm 2310 Buxmamaui
3aKmaaiB BUMOI ocBity 2359 [Hmni npodecioHanu B raxy3i OCBITH Ta HaBYAHHS
2359.2 Tucrpykrop-mertomuct 3 iH(OpMariiiHoi Oesrmekn Ta KibepOesrneku
2447.1 HaykoBi crliBpOOITHUKH (IIPOEKTH Ta MPOTPAMH)

Tlomanbiie
HaBYaHHI

Jlokrop imocodii MOKe TPOBOIUTH HAYKOBI JOCIIDKCHHS B HAyKOBid Ta
npodeciiiHii cdepax IIUIBHOCTL, a TaKOX IHIIUX CIOPIAHEHUX Taly3sX
HAyKOBHX 3HaHb:

— 3700yTTs HAyKOBOT'O CTYIEHs I0KTOpa HaykK;

— OCBITHI Iporpamu, AOCIIIHULBKI TPaHTU Ta CTUNEHAIl (y TOMy 4YMcil ¥ 3a
KOPZOHOM).

1.5 BuxkjgagaHus Ta OLMiHIOBAHHSA

Buxknagauus ta
HaBYaHHS

Jlexuii, mMpakTU4H1 3aHATTS, CAaMOCTIIHA HAyKOBO-HaBUajibHa poOOTa Ha OCHOBI
HAayKOBO-TEXHIYHOI HaBUYaJbHOI JiTeparypu Ta myOmikamii y ¢axoBux
MEPIOUIHNX BUIAAHHSIX, KOHCYJIBTYBaHHS 13 HAyKOBHM KEPIBHHUKOM, HayKOBO-
MeJaroriyHo CIUTBHOTOIO, MMPOBEACHHS HAYKOBOTO JOCIIHKCHHS, IMiArOTOBKA
Ta 3aXHUCT JUCEpPTaLiitHOT poOOTH.

O1iHIOBaHHS

OniHOBaHHS  HABYWIBHUX JOCSTHEHb  aCHipaHTIB  3AIMCHIOETBCA  3a
perTHHTOBOKO Ko (mpoxiaai 6amu 60...100) Ta 3a IHCTUTYIINHOIO MIKAJIOIO
(«BIAMIHHOY, «100pE», «3aA0BUIBHOY, «HE3aOBLILHOY).

O1iHIOBaHHS BKIIFOYA€ BECh CHEKTP KOHTPOIBHUX MPOLEAYP Y 3aJSKHOCTI Bij
KOMIIETEHTHICTHUX XapaKTepUCTUK (3HAHHS, YMIHHSI/HABUYKH, KOMYHIKAIIis,
ABTOHOMISI 1 BIANOBIAAJIBHICTh) PpE3yIbTATIB HAaBYaHHS, JOCATHEHHS SKHUX
KOHTPOJTFOETHCS.

Pe3ynbraTi HaBYaHHS acIipaHTIB, IO BiT0Opa)xarTh JOCATHYTUH HUM PIBEHb
KOMIIETEHTHOCTEH BIIHOCHO OYIKYBaHUX, IMEHTU(DIKYIOTHCS Ta BUMIPIOIOTHCS ITiJT
Yac KOHTPOJBHHX 3aXOJiB 3a JIOTIOMOTOI KpPHTEpiiB, IO KOPETIOIThCS 3
BuMoramMu  HarmioHasibHOT ~ paMKW  KBamidikamii 1 XapaKTepU3yIOTh
CHIBBIIHOIICHHSI BUMOT JO PIiBHS KOMIIETEHTHOCTEH 1 MOKA3HUKIB OIHKH 3a
PEUTHHTOBOIO IIKAJIOK.

®opma
BUITYCKHOT
arecrarii

[lincymkoBa arectamiss 3AiCHIOETbCA Yy (opmi MyONIYHOTO  3aXUCTY
JTUcepTaliiiHoi pobotu nokTopa dhizocodii.

Hucepranis Ha 37000yTTS CTymeHs Jokrtopa ¢imocodii € camocTiiHUM
PO3TOPHYTHM JOCIIIPKEHHSM, [0 TPOIIOHYE PO3B’s3aHHs KOMIUIEKCHOT IpoOIeMu
B ctepi kibepbesnexku Ta 3axucTy iHGopmallii Ta/abo Ha ii Mexi 3 JOTUYHHUMHU
CMEUIANbHOCTSIMH, PEe3yNIbTaTH SKOTO MalOTh HAayKOBY HOBHU3HY, TEOPETHYHE Ta
MPAKTUYHE 3HAUCHHS.

Jucepraiiss He NOBMHHA MICTUTH aKaJEeMIYHOIO Iuiariaty, ¢anbcudikaii,
(dabpuxarii.

Hucepranis mae OyTH po3MillleHa Ha caifTi abo y myOniyHOMY pemo3uTopii
YHIBEPCUTETY.

MaxkcumanbHuii Ta/abo MiHIMATbHUNA OOCAT OCHOBHOTO TEKCTy JHUCEpTaIlii
BCTAHOBJIIOETBCS  OCBITHBO-HAYKOBOIO TPOTpPaMol0  3aKiagy BiAMOBIIHO 0O
cneuniky BIINOBIIHOI ramys3i 3HaHb Ta/abo crenianbHOCTI cTaHOBUTH 120-150
CTOPIHOK.




1.6 PecypcHe 3a0e3neueHHs peajizauii nporpamu

Creruivni KanpoBe 3a0e3medeHHs BIAMOBITAE KaapOBHM BHMOTAM IIOAO 3a0€3MEYCHHS

XapaKTePUCTUK | TPOBA/DKEHHS OCBITHBOI MiSUTBHOCTI JJIS TPEThOTO pIBHS BHINOI OCBITH

U KaJpOBOIr0O BiAMOBiAHO A0 JIileH31ifHUX YMOB IPOBAKEHHS OCBITHBOI AISITBHOCTI.

3a0e3MeUeHHS Jlo TpOBENCHHS ayMUTOPHHUX 3aHATH 3AIy4alOThCs MPO(ECiOHANN-TIPAKTUKA 3
[TpuaHITPOBCHKOTO LEHTPY TEXHIYHOTO 3aXUCTy iH(popmamii. 3a HE0OXiqHOCTI
3aJy4aroThCS HAYKOBI Ta HAyKOBO-TIENAroriyHi mpamiBHUKH 3 iHmuX 3BO
VYkpainu, 3 SKUMHU YKJIaJCH1 BIAMOBIHI IOTOBOPH TPO CITIBIIPAITIO.
Buknanaui mepiofMYHO TMOCHIIIOIOTH CBOIO TIJITOTOBKY 4Yepe3 MpOLEAypy
MIABUIICHHS KBaTi(hiKaIii.

Crneundiuni MarepiasibHO-TEXHIUHE 3a0€3Me4YeHHS BIAMOBIAAE TEXHOJOTIYHUM BHUMOTaM

XapaKTepUCTUK | 1100 3a0e3MeueHHs MPOBAHKEHHSI OCBITHHOI AISIBHOCTI JIJISl TPETHOTO PIBHSA

U MarepiajibHO- | BUIIOI OCBITH BIANOBIIHO A0 JIIEH3IMHMX YMOB NPOBA/JKEHHS OCBITHHOI

TEXHIYHOTO JISUTBHOCTI.

3a0e3Me4YeHHs [ligroroBka 3a JaHOIO OCBITHBOIO MPOTPAMOIO 3AIMCHIOETHCA B JaOOpaTOpISIX:
€JIEKTPOHIKH; KOMIT FOTEPHOTO MOJICTIOBAHHS; 3acO0IB TEXHIYHOTO 3aXHUCTY
iHpopMmarlii; KibepOe3neku, - 13 BUKOPUCTAHHAM KOMIUIEKCIB 3acO0IB 3aXHUCTy
«['pud», aBTOMaTH30BaHOrO KOMILIEKCY paaiomMoHiTopunry "AKOP-2IIK-M",
6aratodynkuioHanbHuX nomykoBux npuctpois ST-031P ,Ilipanss” ta CPM-
700 «Axynay.

Cretugivni HaByanbHO-METOAMYHI MaTepiaii pO3MIIIeHO y XMapHHUX cxoBuinax Microsoft

XapaKkTepUCTUK | T€ams, a TakoX Yy eJEeKTPOHHIN cucTeMi TucTaHliiiHOro HaBuaHHsS Moodle:

" https://do.nmu.org.ua/

iHbOopMartiitHoT

0 Ta

HaBUYaJIbHO-

METOAUYHOTO

3a0e31eUeHHs

1.7 AxageMiuna MOOIIBLHICTH

HamionansHa MokuBicTh akaieMiuHoi MOOUTBHOCTI Y 3BO-napTHEpax nuisixoM

KpCnTHA CTa)XyBaHHs, HABYAHHS, BUKOHAHHS JOCIIKEHb.

MOOUIBHICTh

MixHapoiHa MoskinBa, ajge He € 000B’I3KOBOIO.

KpcanTHa ITpouenypa BinOopy Ha IPOrpaMu akajeMiuHOI MOOUIBHOCTI:

MOdLTbHICTS https://projects.nmu.org.ua/ua/Selection procedure applied for the selection of
students and staff for mobility.pdf

HaBuanus HaBuanns iHo3eMHuX 3700yBauiB BHUIOI OCBITH NepeadaveHo YKpaiHChKOIO

1HO3EeMHHUX MOBOIO.

3100yBayiB

BUIIOT OCBITH

2. OBOB’AI3KOBI KOMIIETEHTHOCTI

IHTerpanbHa KOMIETEHTHICTh JA0oKTOpa (inocodii 31 cneuianbHocTi F5 KibepOesneka Ta
3axucT iH(popMalii — 37aTHICTh NMPOJYKYBaTH HOBI i7el, poO3B'sI3yBaTH KOMIUIEKCHI MpoOIeMH
npodeciiiHoi Ta/abo 0CTiTHUIBKO-IHHOBAIIHHOT NisUIbHOCTI y cdepi kibepOesnekn Ta 3aXUCTy
iH(poOpMallii, 3aCTOCOBYBaTH METOJOJIOTII0 HAyKOBOi Ta MeJaroriyHoi MisIbHOCTI, a TaKoX
MIPOBOJIUTHU BJIACHE HAYKOBE JOCIIIPKEHHS, PE3YJbTaTH SIKOTO MAlOTh HAyKOBY HOBU3HY, TEOPETUUHE
Ta MPAKTUYHE 3HAYECHHS.



https://do.nmu.org.ua/

2.1 3arajpHi KOMIETEHTHOCTI

HIudgp KomnerenTnocti
3K1 |3[aTHICTB 10 aOCTPAKTHOIO MMCIIEHHS, aHANi3y 1 CHHTE3Y.
3K2 | 3martHicTh 10 MOUIyKy, 0OpoOIeHHs, Ta aHali3y iH(opMaii 3 pi3HUX JKeped.
3K3 |3marHIiCTh MpaioBaTH B MDKHAPOAHOMY KOHTEKCTI.
3maTHICTE PO3B’SA3yBaTH KOMIUIEKCHI TPOOJIEMH MpeaMeTHOI 00JacTi Ha OCHOBI
3K4 |cucreMHOro HayKOBOTO CBITOTNISIAY Ta 3arajbHOTO KYJIBTYPHOTO Kpyro3opy i3
JOTPUMAHHIM NPUHIUIIB NpoeCiiiHOT €TUKU Ta aKaJIeMIYHO1 JOOPOUYECHOCTI.

2.2 CnenianbHi (paxoBi, MpeIMETHI) KOMIIETEHTHOCT1

Hludp

KomnerenTHocTi

CKl1

31aTHICTh BUKOHYBAaTH OPHUTIHANbHI IOCIIKEHHS], 1OCATaTH HAyKOBUX PE3y/bTaTIB,
K1 CTBOPIOIOTh HOB1 3HaHHA Yy cdepi kibepOe3neku Ta 3axucTy iHdopMmallii Ta
JOTUYHUX MDKJIUCIHUIUTIHAPHUX HANpsAMax 1 MOXKYTh OyTH OMyOITIKOBaH1 y MPOBITHUX
HayKOBHX BUJAHHSX 3 KibepOe3neku Ta 3aXUcTy iHpopMallii.

CK2

3aTHICTD 1HILIIOBATH, PO3POOIISITH 1 peai30ByBaTH KOMITJIEKCHI HayKOB1 Ta
IHHOBAIIIHH1 TPO€EKTH B cepi kibepOe3neKku Ta 3aXucTy iHdopmallii.

CK3

31aTHICTh PO3B’SI3yBaTH 3HAUYIL1 IpobiemMu y cdepi KibepOe3neku Ta 3axXucTy
1H(bOpMaIlii, po3IMMPIOBATH Ta MEPEOIIHIOBATH HAsBHI 3HAHHSA 1 poQeCiiiHi MPaKTHUKH.

CK4

31aTHICTh €()EKTHBHO 3aCTOCOBYBATH METO/IM aHAI3y TaHUX, KOHIIENTYaJIHHOTO,
MaTeMaTHYHOTO Ta KOMIT IOTEpPHOTO MOJICIIOBaHHS, BUKOHYBAaTH HATypHI Ta
00YMCITIOBAIbHI €KCIIEPUMEHTH TIPH TIPOBEJCHH1 HAYKOBUX 1 MPUKIIATHUX JI0CIIHKCHD Y
chepi kibepOe3nekn Ta 3axucTy iHbopmarii.

CK5

3MaTHICTh TEHEPYBATH HOBI 111e1 1010 PO3BUTKY TE€OPIi Ta MPAKTUKU KiOepOe3MmeKu Ta
3axucTy iHGOpPMAaIlii, BUSBJISATH, CTABUTH Ta BUPIIIYBATH MPOOJIEMHU J0CITITHUIILKOTO
XapakTepy, OIIHIOBATH Ta 3a0e3IeuyBaTH SIKICTh BUKOHYBAHHMX JIOCIIKCHb.

CKo6

3MaTHICTh BUIBHO CIUIKYBATHCS 3 TTUTaHb, III0 CTOCYIOTHCS chepu kibepOe3neku Ta
3axucTy iHGOpPMAIIii, 3 KOJEraMH, IUPOKOI0 HAYKOBOIO CILILHOTO), CYCITUIBCTBOM Y
I[UIOMY YKPATHCHKOIO Ta aHTIIIHCHKOI0 MOBaMH.

CK7

3MaTHICTh 3IMCHIOBATH Ta OPTaHI30BYBaTH HAYKOBY Ta OCBITHIO HAYKOBO-TICIAaTOTIYHY
JSUTBHICTD Y 3aKJIaJlaX BUIIOT OCBITH.

CneyianvHi KoMnemeHmHOCMi 3 Ypaxy8aHHAM 0COOIUBOCMELl OCBIMHbOI Npocpamu

CK8

3naTtHICT, A0 TMJIaHyBaHHS Ta peaiizalii KOMIUIEKCHOI IHHOBAIlIMHO-IIOIIYKOBOI Ta
HAyKOBO-ZOCIIHOT AISUIBHOCTI 13 po3poOKH METOJIB, Mojelieil Ta 3aco0iB Oe3reku
KiOephIBUYHUX CHCTEM.

3. HOPMATUBHUH 3MICT NIATOTOBKU JOKTOPA ®LJIOCO®II,
C®OPMYJIbOBAHUM Y TEPMIHAX PE3YJIBTATIB HABYAHHS

Pesynbratn HaBuaHHS JokTopa (utocodii 31 cmenianbHocTi F5 KibepbOesmeka Ta 3axucT
iHpoOpMallii, 0 BU3HAYaIOTh HOPMATHBHUN 3MICT MIATOTOBKM 1 KOPETIOIOTHCA 3 TEPETiKOM
3arajibHUX 1 CrIeliaJIbHUX KOMIETEHTHOCTEH, MOJJaHO HIKYE.

HIndgp Pe3yJibTaTH HABYAHHA
PH1 Maru nepenoBi KOHIENTYyalbHI Ta METOAOJIOTIYHI 3HAHHS 3 KiOepOe3meKu Ta 3aXUCTy
iHdopMaIlii i Ha MeXi MPEJIMETHUX Tamy3eil, a TakoX JOCIITHUIIbKI HAaBUYKHU, JOCTATHI
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Hludp

Pe3y.]'[I>TaTI/I HaBYaHHA

JUIS TIPOBEJCHHS HAYKOBHX 1 NPHUKIATHUX AOCIIKEHh HAa PIBHI OCTaHHIX CBITOBHX
JOCATHEHb 3 KibepOe3meku Ta 3axucTy iHQopmallii, OTpUMaHHS HOBUX 3HaHb Ta/abo
3MIIICHEHHSI IHHOBAITIH.

PH2

[lmanyBati 1 BHUKOHYBaTH EKCIEPUMEHTAJbHI Ta/ab0 TEOPETWYHI JOCHIKCHHS 3
KibepOe3nekn Ta 3axucTy iH(popMmalii Ta AOTHUYHHX MDKAUCHUIUTIHAPHUX HAMPSIMIB 3
BUKOPUCTAHHSIM Cy4acCHUX IHCTPYMEHTIB Ta JOTPUMAaHHAM HOPM HpodeciiHol i
aKaJIeMIYHO1 €THKH.

PH3

KputnuHo aHamidyBaTu pe3ynbTaTd BIACHUX JOCTDKEHb 1 pe3yabTaTH IHIIHUX
JOCTITHUKIB Yy KOHTEKCTI YCbOTO KOMIUIEKCY Cy4YaCHHMX 3HaHb IIOJO JOCIIKYBaHOT
po0IeMHu.

PH4

[nboko po3ymiTH 3aranbHI IPUHLIMIIN Ta METOAU KibepOe3neKku Ta 3axucty HdopMmallii,
a TakoXX METOJIOJIOTII0 HAyKOBHX JIOCHIIKEHb, 3aCTOCOBYBaTM iX y BIIACHUX
JOCIIPKEHHAX Y cdepil iHpopMaliifHUX TEXHOJIOTIN Ta y BUKJIAJAlbKIA MPaKTHILL.

PHS5

@opMyTIOBaTH 1 NEPEBIPATH TIIOTE3U; BUKOPUCTOBYBATH JJisi OOIPYHTYBaHHSI BUCHOBKIB
HaJEeXH1 JI0Ka3H, 30KpPEMa, pe3yIbTaTd TEOPETUYHOIO aHaii3y, eKCIepUMEHTaIbHUX
JOCIIPKEHb 1 MaTeMaTHYHOrO Ta/ab0 KOMIT IOTEpPHOTO MOJIENIIOBAHHS, HAsBHI JIITEPaTypHI
JaHi.

PH6

BinpHo mnpeseHTyBaTH Ta oOrosoproBatd 3 ¢axiBUAMHM 1 He(axiBISIMU pe3ylIbTaTH
JOCIIPKEHb, HAyKOB1 Ta MpPHUKIAIHI IpoOiemu KidepOe3nmeku Ta 3axucry IiHQopmarii
JIEpKABHOIO Ta 1HO3EMHOIO MOBaMH YCHO Ta IMHCHMOBO, ONPHIIIOIHIOBATH PE3YylbTaTH
JOCIIPKEHb Y HAayKOBUX NYONIKalliAX Yy MPOBIAHUX BITUYM3HSIHUX Ta MDKHApOTHUX
HayKOBHUX BUJAHHSX.

PH7

3acTocoByBaTH 3arajibHi MPUHIIMIN Ta METOIM MaTeMaTWKH, 1H(GOPMATUKH Ta IHIINX
HayK, a TaKOX Cy4acCHI METOJM Ta IHCTPYMEHTH, MU(PPOBI TEXHOJIOTII Ta CHeIiaai30BaHe
nporpaMHe 3a0e3MeueHHs] Jisd  TPOBA/DKEHHS HAYKOBHX JOCIHIDKEHb Yy  cdepi
KibepOe3eKku Ta 3axXucTy iHdopmaitii.

PHS

Po3pobnsiTi Ta AOCHimKYBaTH KOHIENTYaldbHI, MareéMaTW4YHI 1 KOMIT IOTEpHI MO
MpoIIeCiB 1 cucteM, e()eKTHBHO BUKOPUCTOBYBATH X JJIsi OTPUMaHHS HOBUX 3HAaHb Ta/a0o
CTBOPCHHS IHHOBAI[IMHUX TIPOAYKTIB y KibepOesrnmeku Ta 3axucty iH(opmarmii Ta
JOTUYHUX MDKIUCIUTUTIHAPHUX HAPsIMax.

PH9

3acToCcOBYBaTH CydacHi IHCTPYMEHTH 1 TEXHOJIOTIi TOIIYKY, OOpOOJICHHS Ta aHaji3y
iHdopMarrii, 30KkpemMa, CTaTUCTUYHI METOJM aHali3y JTaHUX BEJIMKOTo o0csary Ta/abo
CKJIQJIHOT CTPYKTYpH, CIeliadi3oBaHi 0a3u 1aHux Ta iHGOpPMAIiiHI CHCTEMH.

PHI10

OpranizoByBaTH 1 371HCHIOBaTH OCBITHIA mporec y cdepi kibepOe3nekun Ta 3axucTy
iHpopMalii, HOro HaykoBe, HABYAILHO-METOJMYHE Ta HOPMATHBHE 3a0€3MCUYCHHS,
PO3pOOIIATH 1 BUKJIAJIATH CliellialbH1 HaBYalIbH1 JUCIUILIIHY Y 3aKJIaJaX BUIIOT OCBITH.

Cneyianvui pe3yiomamu HA84AHHA 3 YPAXY8AHHAM 0COOIUBOCMEL 0CBIMHbOI Npocpamu

PH11

[TnanyBaTH Ta peaylizoByBaTH KOMILICKCHY IHHOBAI[IfHO-TIONIYKOBY Ta HayKOBO-IOCITIIHY
JISUTBHICTB 13 pO3pOOKH MoJieneil Ta 3aco00iB KpUNTorpadiyHOro Ta TEXHIYHOTO 3aXHCTY B
Ki0epQI3MYHNX CUCTEMAX 13 ypaxyBaHHIM BUMOT /10 KiOEpCTIMKOCTI.

4. PO3IIOALJI PE3YJIBTATIB HABYAHHS 3A OCBITHIMHA
KOMIIOHEHTAMMA

Hludp

Pe3ysibTaTH HAaBYaHHA HajimeHyBaHH$1 OCBiTHiX KOMIIOHEHTIB

1 OBOB’A3KOBA YACTHUHA

PH1

Maru mepenoBi  KOHLENTyaldbHI Ta | MeTo10J0ris HayKOBUX JOCTIKEHb
METO/IOJIOTIUHI 3HaHHS 3 KibepOe3neku Ta | [HTenekryanbHi cucteMu B KibepOesneni
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Hludp

Pe3y.]'II>TaTI/I HaBYaHHA

HajimeHyBaHH$1 OCBiTHiX KOMIIOHEHTIB

PH
3axucry  iHQopmamii 1 Ha Mexi | Kpuntomoris xibep@i3muHUX cUCTEM
MpeIMeTHUX  rajmy3eid, a  Takox | Meromm 1 3aco0m  3a0e3MeveHHS
JTOCTITHUIBKI HABWUYKH, JJOCTaTHI i | KiOepCTIMKOCTI cuctem
MPOBEICHHS HAyKOBUX 1 NPUKIAJHUX
JOCTIKeHb Ha PIBHI OCTaHHIX CBITOBUX
JOCATHEHb 3 KiOepOe3meKn Ta 3axHcTy
iHpopMallii, OTpUMaHHA HOBHX 3HAHb
Ta/ab0 3/1iHCHEHHs IHHOBAITIN.
[InanyBarn 1 BUKOHYBaTH | Durocodis Hayku Ta npodeciiiHa eTuka
eKCIepUMEHTaJbHI Ta/ab0 TeopeTuyHi | MeTono0Tis HAyKOBHUX J0CTIIKEHb
JOCIIIKEHHS 3 KibepOe3neku Ta 3axucty | Kpunronoris kibepdi3uyHUX CUCTEM.
P2 iH'(bopMaui'i ' Ta )IOTFI/I‘-IHI/IX
MDKTUCIIUTITIHAPHIX HarpsMiB 3
BUKOPHUCTAHHSM Cy4YaCHHUX IHCTPYMEHTIB
Ta JOTPUMaHHAM HOPM mpodeciiiHol 1
aKaJeMIYHOI ETUKU.
Kputnuno  anamizyBatu  pesyibratd | MeTonooris HayKOBHX J0CTIIKEHb
BJIACHUX JIOCHIKeHb 1 pesynsratu | CywacHi iHGOpMaliiiHI TEXHOJIOTl Yy
PH3 IHIIMX JOCTIIHUKIB Y KOHTEKCTl yChOTO | HAyKOBIM [JISUIBHOCTI Ta  YHPAaBIIHHS
KOMIUIEKCY ~Cy4acHHX 3HaHb IIO/0 | NMPOEKTaMHu
JOCITDKYBAHOT TIPOOIEMH.
I'miGoko po3ymiTu 3arajbHi TPUHIUNKA | MeETOA0JI0TisA HAyKOBUX J0CTIHKCHB
Ta Meronu KibepOesrnekun Ta 3axucty | Ilemaroriuna MalcTEepHICThH Ta MPUKIIATHA
iHbopMarllii, a TakoX METOJOJIOTII0 | TICHXOJOTIS
PH4 HayKOBUX JIOCIIIKEHb, 3aCTOCOBYBATH X
y BIAaCHUX JOCHIDKEHHSIX Yy cdepi
iHOpMAIlIfHUX ~ TEXHOJOTIH Ta Yy
BHKJIQIAIbKIN TTPAKTHIIL.
dopMyioBaTH 1 TEPEBIPATH TimoTe3u; | [HTeneKkTyalbHi cucTeMu B KibepoOesmerri
BUKOPUCTOBYBaTH JjIsi OOrpyHTyBaHHs | Merogu 1 3acobm  3abe3medeHHs
BHCHOBKIB HAJIeKH1 JOKa3HW, 30Kpema, | KiOepCTIMKOCTi CHCTEM
PHS pe3yabTaTH  TEOPETHYHOTO  aHAJI3Y,
EKCIIEPUMEHTAIILHUX  JOCIIDKCHB i
MaTeMaTUYHOrO Ta/ab0 KOMII IOTEPHOIO
MOJICITIOBaHHS, HAasIBHI JIITepaTypHi JIaH1.
BinpHo mpesentyBatu Ta oOroBoproBatu | [HO3emMHa MoBa [JIsi HayKd 1 OCBITH
3 ¢axiBusgmu 1 HedaxiBISIMU pe3ynbraTd | (aHriilichka/HiMelbKa/PppaHIry3bKa)
JIOCIHiKeHb, HaykoBi Ta mnpukiagdi | [lemaroriuna MalcTepHICTh Ta MPUKIATHA
npobneMu KibepOe3nekn Ta 3axUCTy | MCUXOJNOTis
PH6 iHpOopMaLlil JIepKaBHOIO Ta 1HO3EMHOIO
MOBaMHU YCHO Ta HMUCbMOBO,
OTIPHJTIOTHIOBATH pe3ynbraTti
JOCTKEHb y HAyKOBHX IYONIKaIlisiX y
MIPOBITHUX BITYM3HSHUX Ta
MDKHApOJAHUX HAYKOBUX BHUJIAHHSX.
3acTocoByBaTH 3arajbHi NpUHIUNM Ta | [HTenekTyanabH1 cucTteMu B KibepOesmerni
PH7 METOAM MareMmaruku, iHpopmatuku Ta | Kpunrosoris kibep@i3sMuHUX CUCTEM

IHIIMX HayK, a TAKOX Cy4acH1 METOJU Ta
IHCTpYMEeHTH, UM(POBI TEXHOIOTi Ta

Mertonu 1 3acobu 3a0€e3I1eYeHHS

Ki0epCTIMKOCTI CUCTEM
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Hludp

Pe3y.]'II>TaTI/I HaBYaHHA

HajimeHyBaHH$1 OCBiTHiX KOMIIOHEHTIB

PH
crienianizoBaHe porpaMHe
3a0e31eUeHHS ULt MIPOBAKCHHS
HAayKOBUX  JOCILKeHb y  cdepi
KkibepOe3nekn Ta 3aXucTy iHpopMaIlii.
Po3pobmsaru Ta nocimipKkyBatu | [HTenekryanbHi cucTeMu B KibepOe3merti
KOHIICTITYaJIbHi, MaTeMaTu4Hi i | Meroou 1 3aco0um  3a0e3MeveHHS
KOMIT FOT€PHI MOJIeJIi POLECiB i cucTeM, | KiOepCTIMKOCTI cucTem
e(EeKTUBHO BHKOPUCTOBYBATH iX ISt
PH8 OTpUMaHHS  HOBUX  3HaHb  Ta/abo
CTBOPEHHSl I1HHOBALIMHUX NPOAYKTIB Yy
KibepOe3rekn Ta 3axucTy iHpopMarlii Ta
JOTHUYHHX MDKIUCHUIUTIHAPHUX
HarpsiMax.
3acrocoByBaTu cydacHi iHCTpymeHTH 1 | CywacHi iHQopMaliliHI TeXHOJNOril Yy
TEXHOJIOT1l TOIIyKy, OOpoOJeHHs Ta | HAyKOBIM [ISUIBHOCTI Ta  YHPAaBIIHHS
aHaIizy iHopMmarii, 30KpeMa, | IpOeKTaMu
PH9 CTaTUCTUYHI METOJAM aHali3y JaHuxX | [HTenekTyallbHI cUCTEeMH B KibepOesmerni
BEIIUKOTO  00csaTy Ta/abo  CKiIaaHOi
CTPYKTYpH, CIIeliaiai3oBanl 0a3u JaHHUX
Ta iHpOpMaIiiiHI CHCTEMHU.
PH10 OpranizoByBaty 1 37iiicHIOBaTH OCBITHIM | [lemaroriyHa MalcTepHICTh Ta IPHUKJIAIHA
nporec 'y cdepi kibepbOe3nmeku Ta | ICUXOJIOTIS
3axucty iHGopmarlii, #oro HaykoBe, | Bukimamanbka mpakTuka
HaBYAJIbHO-METOJIMYHE Ta HOPMATHUBHE
3a0e3MeUeHHsI, PO3POONIATH 1 BHKJIAJaTH
crielianbHi HaBYaJIbHI JUCHUIUTIHUA Y
3aKJ1ajjax BUIOI OCBITH.
[TnanyBaru Ta peanizoByBatu | [HTeNneKTyanbpHI cUCTEMHU B KiOepOesmerri
KOMIUICKCHY 1HHOBAIIHHO-TIONIYKOBY Ta | Kpunronoris kibepdi3uuyHuX cCUCTEM
HayKOBO-JOCIIIHY JISUTBHICTD 13 | Meronu 1 3aco0u 3a0€e3I1eYeHHS
PHI11 pO3poOKHU Mojaened  Ta  3aco0iB | KiOEpCTIHKOCTI CUCTEM

kpunrorpadigHoro Ta  TEXHIYHOTO
3aXUCTy B KiObephi3UYHUX CcUCTeMax i3
ypaxyBaHHSIM BUMOT J0 KiOEpCTIHKOCTI.

2 BUBIPKOBA YACTHHA
Busznavaerbcst 3aBAsiky BUOOPY acnipaHTaMU HABYAJIbHUX JUCHUILIIH
i3 3aNPONOHOBAHOIO MEpeJtiKy
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5. PO3IIOALJT OBCATY ITPOI'PAMMU 3A OCBITHIMU KOMIIOHEHTAMUA

. g =
q:)[ E N =
=9 = ) ==
oy . = < = B
= OcBiTHiil KOMIIOHEHT ) < e &
= 5 = 5 2
© 9 S =
o = A
=
1 2 3 4 6
1 OBOB’A3KOBA YACTUHA 40
1.1 ukJ 3arajbHOI MiATOTOBKH 10
31 |®inocodis Hayku Ta nmpodeciiiHa eTuka 4 3 3:4
32 [[mo3zemMHa MOBa ISl HAYKH 1 OCBITH .
.o al YK 6 ic 1:2;3;4
(anmmiiicbka/HiMebKa/PppaHITy3bKa)
1.2 ukJa cneniajJbHOT MIATOTOBKH 30
bazoei oucyunninu
bl |Mertononoris HaAyKOBUX JI0CITIHKCHB 3 3 3
b2 [[lemaroriyHa MalCTEpHICTh Ta MPUKIAIHA TICUXOJIOT 1S 3 3 4
b3  |CyuacHi iH(popMalliiiHi TEXHOJIOTIT Y HAyKOBIH IISTIBHOCTI Ta 3 5 19
YIIPABIIIHHS TIPOCKTaMU A '
1.2.2 Daxosi 0Cc8IMHI KOMNOHEHMU 3A CNEeYIaNbHICIIO
@1 |[HTenekTyalnbHI CHCTeMH B KibepOe3nerni 6 ic 1:2:3:4
®2 |Kpuntosorisa kibepHiBUIHUX CUCTEM 6 ic 5;6
®3 |Mertoau 1 3aco0u 3a6e3nedeHHs KIOEPCTIMKOCT1 CHCTEM 6 ic 5:6
Ilpakmuuna niocomoska 3a cneyiaibHicmio
I11 |Buknagampka mpakTuka 3 3 8
2 BUBIPKOBA YACTUHA
BusHavaerbest 3aBAsikM BUOOPY acHipaHTaMH HABYAJIbHUX 20
JMCUMILIIH i3 3alIPONIOHOBAHOIO MEepPeJIiKy
Pa3om 32 000B’A3K0B0I0 Ta BUOIPKOBOIO YaCTHHAMH 60
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6. CTPYKTYPHO-JIOI'TYHA CXEMA

[TocnimoBHICT, HABYATBHOI MISUTBHOCTI acmipaHTa 3a OOOB’SI3KOBOIO YACTUHOIO
TIO/IaHa HIDKYE.

= KinbkicTh 0CBIiTHIX KOMIIOHEHT,
= 10 BUKJIAAKTHCSI POTATOM
2
G ; :
2 2| = - . 5] S
=~ S| @ Iudpu ocBiTHIX KOMIIOHEHTIB 5 >, 2
=z 5} & © - (=% e
o| T ° =~ 5 s
= o 3 =
= =] = =2
= C) 5] =
£ © g
& A
[
=
1 12| 3 4 5 6 7 8
1 |32;B3;®1 3
1 3
2 |[32;b3;01 3
1 25 6
i 3 [31;32;b1;d1 4 c
4 |31;32;62;®1 4
5 |D2, D3 2
3 2
6 |D2, D3 2
2 7 1B 35 3
4 1
8 |[II1 1

[Tpumirka: Kinpkicte kpemutiB €KTC BkazaHo 3 ypaxyBaHHSIM BHUOIPKOBHX JHCIMILTIH.
dakTUyHA KUIBKICTh OCBITHIX KOMIIOHEHTIB Y UBEPTIX Ta CEMECTpax 3 ypaxXyBaHHSIM BHOIPKOBHX
HaBYANBHUX MUCHUILIIH (B) BU3HauaeThcs micis OoOpaHHS HAaBUAIBHHUX IUCHMILIIH 3700yBauaMu
BHUIIIOI OCBITH.
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7. MATPHI BIZIITOBITHOCTI

Tabnuis 1. Matpuis BiANMOBIIHOCTI BU3HAYEHUX OCBITHBOIO MPOTrPaMOI0 KOMIIETEHTHOCTEN KOMIIOHEHTAaM OCBITHBOI IIPOrpamMu

KoMmrmioHeHTH OCBITHBOT IporpaMu
31 32 Bl B2 B3 @1 @2 @3 11

3K1 *

3K2 * * * *
K 33 N N
0
M 3K4 * * * *
1T
e |CKI * * .
T ek N N
(]
H CK3 * *
T
H |CK4 * * *
(0]
. |CKS * * *
T lcke * * *
1

CK7 * *

CKS8 * * *
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TaOnuis 2. Matpuiist BIATOBIIHOCTI PE3yaAbTaTiB HAaBYaHHS KOMIIOHEHTAM OCBITHBO1 IPOrpaMHU

KomrmoHeHTH 0CBITHBOT IporpaMu
31 32 b1 b2 B3 o1 o2 o3 IT1

PHI * * * *
P
e PH2 * * *
3
y PH3 * *
I
b PH4 * *
T
a PH5 * *
T
u PH6 * *
H PH7 * * *
a
B PHS8 * *
q
a PH9 * *
H
H | PHI10 * *
A

PHI11 * * *
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8. IPUKIHIEBI INIOJTOKEHHSA

[Iporpama po3poOiiecHa 3 ypaxyBaHHSAM HOPMAaTHBHUX Ta IHCTPYKTHBHUX
MaTepialliB MbXKHApOIHOTO, TalTy3€BOT0 Ta JICPKABHOTO PiBHIB:

1. 3axon Ykpainu «IlIpo Bumry ocBity» [EnexkTponnuii pecypc].- Pexum noctyny:
https://zakon.rada.gov.ua/laws/show/1556-18.

2. 3akoH Ykpainu «lIIpo ocBity» [Enextponnuit pecypc]. - Pexum nocrtymy:
https://zakon.rada.gov.ua/laws/show/2145-19.

3. HauionaneHa pamka kBamiikaniid (B pemaxuii moctraHoBH kabiHeTy MiHICTpiB
Vkpaiau Bin 25 uepas 2020p. Ne519). [EnexrpoHHuit pecypc]. - pexuMm JTOCTYIy:
https://zakon.rada.gov. ua/laws/show/519-2020-%D0%BF#Text.

4. TlonoxeHHsT TpO aKpeAUTAIII0 OCBITHIX Mporpam, 3a SKUMHU 3IIHCHIOETHCS
MiArOTOBKa 37100yBauiB BHUINOI OCBITH, 3aTBepikeHe Hakaszom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Bin 15 tpaBHs 2024 p. Ne 686. 3apeectpoBano B MiHICTEpCTBI IOCTHITT
Vkpaian 04 gunas 2024 p. 3a No  1013/42358. [EnexkrponHuii  pecypc].
https://zakon.rada.gov.ua/laws/show/z1013-24#Text.

5. Kputepii oniHroBaHHS SIKOCTI OCBITHBOI mporpamu. omatok 1 mo IlonmoxeHus
PO aKpeaUTAIllF0 OCBITHIX MpOTpaM, 3a SIKUMHU 31MCHIOETHCS MIATOTOBKA 37100yBaviB
BULIOT OCBITH (TyHKT 8 pO3aLTy D). [EnexTpoHHU pecypc].
https://zakon.rada.gov.ua/laws/show/z1013-24#Text.

6. Ksir Cepriii. Jlopoxusa kapra pedopMyBaHHS BUIOT OCBITH YKpainu. OCBITHS
nojituka. [lopranm rpomanckkux ekcrneprtiB. [Enexrponnuii pecypc]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

7. I'mocapiii. HarioHanbHe areHTCTBO 13 3a0€3MEUEeHHS SIKOCTI BHINOI OCBITH.
[Enexrponnmii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%9
6%d0%hb9.pdf.

8. JoBigHuK KOpUCTYyBaya €KTC [EnexTpoHHUMI pecypc].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

9. JIuct MinicrepcTBa ocBiTH 1 Hayku Ykpainu Bif 28.04.2017 p. Nel1/9-239 mono
BUKOPHCTAHHS y poOOTI 3aKJIa(iB BUIIIOT OCBITH MPUMIPHHUX 3pa3KiB OCBITHIX MPOTpam.

10. [ToctanoBa Kab6inery MinictpiB Ykpainu Bim 30 rpynuas 2015 p. Ne 1187
«IIpo 3arBepmkeHHS JIEH31WHUX YMOB TMPOBAHKEHHS OCBITHBOI MJISIIBHOCTI» (B
penakiii moctanoBu KMV Bin 24 Gepesns 2021 p. Ne 365).

11. Jluct MinictepcTBa ocBiTH 1 Hayku Ykpainu Bim 05.06.2018 p. Nel/9-377
10710 HaJIaHHA PO3’SICHEHb CTOCOBHO OCBITHIX TIPOTPAM.

12. [TonockeHHs TIPO OpraHi3aiilo OCBITHROro Tporecy HamioHamsHOTO
TEXHIYHOTO YHiBepcuTeTy «JIHImpoBchka mojiTexHika» / MIiH-BO OCBITH 1 HayKu
Vkpainu, Hart. Texs. yH-T «/[HinpoBceka momitexnikay. — ainpo : HTY «/111», 2024. —
46 c. [Enexrponnuii pecypc]. Pexxum goctymy: https://surl.li/ggvmos.

13.TTomoxkeHHS TIPO CHUCTEMY 3amoOiraHHs Ta BUSBIEHHS Tuiariaty HarmioHambHOTO
TEXHIYHOTO YyHIBepcuTeTy «JIHIMpoBChka mojiTexHika». [EnexkrponHuii pecypc].
http://surl.li/alvis

14. TTonoxkenHst npo (opmyBaHHA NEPENiKy Ta OOpaHHS HaBYAIbHUX JAUCHUILIIH
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3n100yBayaMu BUIOI1 OCBITH HallloHanbHOrO TEXHIYHOTO YHIBEPCUTETY «J{HIIpOBCHKa
nonitexnikay. [Enexrponnmuii pecype]. http://surl.li/afzft.

15. ITonoxkeHHss MPO BHKJIAAALBKY MPAKTUKY 3100yBadiB BHILNOI OCBITH CTYHEHS
nokropa ¢uiocodii HamioHaapbHOro TEXHIYHOrO yHIBEpCUTETY  «JlHIIpOBCHhKa
MOJIITEXHIKa». 3arBepkeHo BueHow panoro yHiBepcuteTy Bia 27.04.2020, mpoTokoi
Ne 4. [Enexrponnuii pecypc]. https://cutt.ly/OZEfnCU.

16.[lonoxkeHHs MNpO MIATOTOBKY 3400yBayiB BHILOI OCBITU CTyHEHS JOKTOpa
¢dinocodii Ta fokTOpa HayK y HallioHaapHOMY TEXHIYHOMY YHIBEpCUTETI «J{HITPOBCHKA
NoJliTexHika». 3arBepxeHo Buenoro panoro yniBepcurety Bif 24.07.2024, nporokon
Ne 9. [Enexrponnuii pecypc]. https://surl.lu/muyoxe.

17.Cranpmapr BUIIOi OCBITM MIJTOTOBKM JIOKTOpa Quiocodii 31 croemiaabHOCTI
125 Kibepbesmneka ta 3axuct iHpopmaiii. CBO-2024. — K. : MOH Vkpainu, 2024. —
14 c. — 3arBepmxkeHo 1 BBeneHo B Jair0 HakazoM MOH Vkpainu Binm 29.10.2024 p.
Ne 1543.

OcBiTHA TIporpamMa ONPWIIOIHIOETECS HA CaWTi YHIBEPCHUTETY JO IIOYaTKY
npuiiomy 3100yBaviB Ha HABUYAHHS.

OcBiTHS Mporpama HOIIUPIOETHCSA Ha BCi Kadeapu YHIBEPCUTETY Ta BBOJAMTHCS B
nito 3 1-ro BepecHs 2026 poxy.

OcBiTHS Tporpama mijJsirae mepersiay Ta JOONPaIlFOBAaHHIO BIAMOBIIHO 10 3MiH
HOpMaTHBHOT 06a3u YkpaiHu B cdepi BUIIOT OCBITH.

BianoBiganeHICTh 3a BOPOBAKEHHS OCBITHHOI MIporpaMu Ta 3a0e3nedeHHs
SKOCTI BUIIIOT OCBITH HECE FapaHT OCBITHHOI MPOTpamMu.
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HaBuannHe Buganas

Kopuenko Anna OnexcanipiBHa
IBanuenko Oner BacunpoBnuu
Koryx €Bren Bonogumuposuu
Jasunenko Kupuino OnekcanapoBud

OCBITHBO-HAYKOBA ITPOI'PAMA JJOKTOPA ®1JIOCO®II
«BE3IIEKA KIBEP®IZNYHUX CUCTEM»
3A CIIELIAJIBHICTIO F5 KIBEPBE3IIEKA TA 3AXUCT IHOOPMAIIT

EnexktponHuii pecypc

Bunano
y HamionanbHOMY TeXHIYHOMY YHIBEPCHUTETI
«/IHIMpOBCHKA MOMITEXHIKAY.
CsigourBo npo BHeceHHs A0 [epxkaBHoro peectpy JK Ne .
49005, m. [uinpo, npocn. Jmutpa SBopHuiibkoro, 19.
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PEIEH3IA-BIAT'YK
Ha OCBITHBO-HAYKOBY Iporpamy «be3neka kibep}isuuyHuX cucTeM»
TPETHOTO PIBHS BUIOT OCBITU (JOKTOP (imocodii)
cnemianbHOCcTi F5 «Kibepbesneka ta 3axuct iHpopmariin»
rainy3i 3HaHb F «lHpopmaliiiHi TeXHOJIOT1i»
HarioHanbHOTo TEXHIYHOTO YHIBEPCUTETY «/IHIMPOBCHKA MOTITEXHIKA»

[TocTitinuit  po3ButTok IT-ramy3i BuUMarae po3BUHYTOI CHUCTEMHU 3aXUCTY
iHopMaIlli Ta pearyBaHHsI Ha 3allUTU PUHKY Mpalll, 30KpeMa, BPaXxOBYIOUU Traly3eBUI
Ta perioHaJIbHU KOHTEKCT. OCTaHHIMHM poKaMu y M. J[HIMpO criocTepiraeTbesi CTIMKUN
po3BuTok IT-ranmysi, mo npoaykye motpedy y daxiBisgx 3 kibepOe3nmeku Ta 3aXUCTy
iHopMmarlii, K1 CIPOMOXKHI BUKOHYBAaTH HAayKOBO IHHOBALIMHY JIJIbHICTB. B TO#l ke
yac, Ha  PpUHKY  Tpali  periony  CHOCTEpIraeTbcsi  CTIMKUH  aediiuT
BUCOKOKBaJII(1KOBaHMX KaJpiB, 110 3/1aTHI MPOJYKYyBaTH HOBI 17iei Ta pO3B’A3yBaTH
CKJIQJH1 KOMIUIEKCHI MPo0JIeMu y raixysi KibepOe3neku Ta 3aXucTy iHpopMariii.

Po3pob6nena kadenporo 6e3nexu iHbopmartii Ta TeaekomyHnikaiivn OHII «be3neka
kiOep(di3uuHUX CcHUCTEM» BIANOBIJA€ Cy4YaCHUM BHUMOTaM [0 TMiATOTOBKH (haxiBIIiB,
3IaTHUX 3a0€3MeYnTH Ha TepuTOopii o0nacTi Ta Bciei YKpaiHu peainizaiito JAep>KaBHOI
HOJIITUKH Y cepl U pOoBOro po3BUTKY, HUPPOBUX TpaHChopMallii 1 nudpoBizalrii.

Baromoro mepeBaroro 3azHaueHoi OHII € ii cnpsMoBaHICT, Ha BHBYECHHS

NEPCIEKTUBHUX HANPSMKIB PO3pPOOOK IHTEJIICKTyaJlbHUX METOJIB, 3a0e3TleueHHs
MIMOOKUX 3HAHB IIOJ0 CydacHUX 3aco0iB 3axucty iHpopmarii. OHII opienToBaHa Ha
IHHOBAIlll CHCTEM Ta TEXHOJIOTIH KiOepOe3nmeku 1 3a0e3NedeHHsT 3aXHUIIEHOCTI
iHbopMallii, 1mo o00pobaseThes (mepenaerbcs) B IHGOPMAIIHHUX, EJIEKTPOHHUX
KOMYHIKAI[IHHUX Ta 1H(OpPMAaliHO-KOMYHIKAI[IHHUX CHCTeMax, 30KpeMa, KPUTUYHOI
iHbopMaliitHOT iHDpacTpyKTypH.
YIOPSIKOBAHICTh OCBITHIX KOMIIOHCHTIB HaJIal0Th MOKJIUBICTH MOCTIOBHO JIOCATHYTH
3a3HaYCHUX KOMIIETEHTHOCTEH 1 MPOrpaMHUX Pe3yJbTaTiB HaBYaHHS Ta CTBOPIOIOTH YCi
YMOBH JIJIsI BCEOIYHOTO PO3BUTKY OCOOMCTOCTI 3700yBada. TakoK MOKJIMBO BKIIOUCHHS
OKpPEMOTO PO3AUTY B ICHYIOYI AUCIUIUIIHM CTOCOBHO OUIBIIOI Jeramizaiii MATaHHIO
3a0e3neueHHs KibepCTIHKOCTI KpUTHYHOT iHPOopMaIliitHOT iIHDPACTPYKTYpH.

Y mincymMky MoxHa CTBepKyBaTH, 1m0 penensoana OHII «besneka
kibephiduunnx cucrtem» creniaabHocTi F5 «KibepbOesneka Ta 3axuct iHbOpMaIlii» €
aKTyaJIbHOIO Ta BIAMOBIJA€ CYYaCHUM BHUMOTaM, a TOMY PEKOMEHIYEThCS O
3aTBEePKEHHS JIJIs1 TMATOTOBKU 3/100yBadiB TPETHOTO PIBHS BHINOI OCBITH randy3i 3HAHb
F «ladopmarriitHi TEXHOIOTIi».

JlupexTop fAenapTaMeHTy UH(ppoBoi
TpaHchopMalii, iHhopMalifHUX TEXHOJIOTIH Ta
€JIEKTPOHHOT0 ypsiyBaHHS [[HIIPONETPOBCHKO]
obmacHoi fepkaBHOT anMiHicTpamil

€sren JIOH
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PEILEH3IA
Ha OCBITHBO-HAYKOBY Iporpamy «be3neka kibeppi3uuHuX CUCTEM»
TPETHOTO PIBHS BUIOT OCBITU (JOKTOP (iocodii)
cneianbHOCTi F5 «Kibepbesneka ta 3axuct iHpopmariin»
rainy3i 3HaHb F «lHpopmaliiiHi TEXHOIOT1i»
HarioHanbHOTo TEXHIYHOTO YHIBEPCUTETY «/IHIMPOBCHKA MOTITEXHIKA»

OcsiTHRO-HaykoBa mporpama (OHII) miaroroBku 3100yBadiB TPETHOT'O PIBHS
BUIIIO1 OCBITH (ZI0KTOp (hitocodii), sika BrpoBamkeHa kadeaporo 6e3nexu iHbopmarrii ta
TeleKoMyHikalid  HamioHanpbHOro  TeXHIYHOro  yHiBepcuTeTy  «JIHIMpOBChKa
NOJIITEXHIKa», BIAIrpae BAXKIUBY pOJb SK IHCTPYMEHT (OpPMYBaHHI 1 PO3BUTKY
HAYKOBOTO MOTEHIl1aJly PET10HAJIIBHOTO 1 3arajbHO/ICPKABHOTO PIBHSI.

OcCHOBY HayKOBHUX JOCHIPKEHb CKJIQIat0Th Taki 000B’sI3K0B1 (haxoB1 JUCHUILIIHH,
sk «[HTenexkryanpHi cucteMu B Kibepoesmeriy, «Kpunromoris kioephi3uIHUX CUCTEMY,
«MeTtonu 1 3acobu 3a0e3neueHHs KibepcTIMKocTi cuctem». Tleperik KoMIeTeHTHOCTeH
3100yBaya, JIOTiYHA YIOPSIKOBAHICTh Ta aKTyallbHICTh BU3HAYCHUX OCBITHHO-HAYKOBOIO
IPOrpaMoI0 OCBITHIX KOMIIOHEHTIB, iX BiJIMIOBIIHICTh BUMOTAM Ta 3allUTaM Cy4acHOTO
puHKy npaii 3 [T-ramy3i He BUKIMKaOTh CyMHIBY. KiHIIeB1, MIJICYMKOBI Ta IHTETpaTUBHI
pe3ynbTatd HaBuaHHS 3700yBada crymeHs jgoktopa ¢umocodii OHII «besmeka
ki0ep(di3UYHUX CHUCTEM» BIAMOBIIAIOTh CYYaCHUM BUMOTaM JO0 MIATOTOBKH (haxiBIIiB,
3/IaTHUX PO3B’S3yBaTH CKJIaJHI KOMIUIEKCHI MpoOJieMH y Taiy3i KidepOes3mekw Ta
3axucTy 1H(opMaIlii, BOJOIITH METOAOJIOTIEI0 HAYKOBO1 Ta MEAAroriyHol MisUIBHOCTI, a
TaKOXX TPOBOJUTH BIIACHE HAYKOBE JIOCIIKEHHS, PE3ylbTaTH SKOr0 MaloTh HAyKOBY
HOBHU3HY, TEOPETUYHE Ta MPAKTUYHE 3HAYeHHS. [I03UTUBHUM acneKTOM € MOXKIIUBICTh
dbopMyBaHHS 1HIAMBIAYaIbHOT OCBITHBOI TPA€EKTOpPii uepe3 BUIbHUM BUOIP OCBITHIX
KOMITOHEHTIB 3 BUOIPKOBOTO OJIOKY.

VY penenzoBanii OHII o6rpyHTOBaHO BH3Ha4yeHi OO0 €KT 1 IUII HABYAHHS,
TEOPETHYHHUHN 3MICT MPEIMETHOI 00J1acTi, METOIM 1 METOAMKHA HAaBUYAHHS Ta HAYKOBUX
nociipkeHb. Pazom 3 ThM, BBakaro, IO BapTO NPHAUIMTH OUIbIIYy yBary Oe3melri
Ki0epIpoCTOPOBOTO TTOBKIIIIS HaIllOHAJIBHOT KPUTUYHO] iHbOopMaIliiHOT
1H)PaCTPYKTYpH.

Ha ocHoOBI BuIIe3a3HaY€HOT0 BBAXkAl0, 110 OCBITHHO-HAYKOBa mporpama "besmneka
KiOephiBUYHNX cHUCTeM" € aKTyaJbHOIO, BIANOBIAAE CYYACHUM TEHIICHIISIM PO3BUTKY
iHbOpMAITIITHUX TEXHOJIOT1H 1 BUMOTaM PUHKY Ipalll Ta MOKe OyTH pEeKOMEHI0BaHa s
MiAroTOBKU (PaxiBIliB 3 KiOepOe3IeKku 1 3aXucTy iHpopMariii.

Jupextop ToBapHcTBa 3 0OMEKEHOK) £ === ba/exiH [rop CeprifioBud
Bi/IMOBI JAJIBHICTIO

«AreHuis 6e3nexu «I paanb»
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